
How the cloud is changing security
Modernize your security strategy with Unit4 and Microsoft in the cloud
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Speakers today



Your organization in transformation

Infrastructure as a Service Platform as a Service

Software as a Service

Internet of Things

1st class mobile experience

Cloud Technology

SaaS adoption

Rethinking the Modern Enterprise security perimeter 



Shared responsibility model

Customer management of risk

Data classification and data accountability

Shared management of risk

Identity & access management | End point devices

Provider management of risk

Physical | Networking

Cloud customer Cloud provider

Responsibility On-Prem IaaS PaaS SaaS

Data classification

and accountability

Application

level controls

Network controls

Host infrastructure

Physical security

Client & end-point

protection

Identity & access

management

https://aka.ms/sharedresponsibility

https://aka.ms/sharedresponsibility


Transparency

Microsoft Trust 
principles to guide 
your assessment

Bring it all 
together

Compliance

Privacy

Security



Compliance Standards 

certification

Global

 ISO 27001:2013

 ISO 27017:2015

 ISO 27018:2014

 ISO 22301:2012

 ISO 9001:2015

 ISO 20000-1:2011

 SOC 1 Type 2

 SOC 2 Type 2

 SOC 3

 CSA STAR 

Certification

 CSA STAR 

Attestation

 CSA STAR Self-

Assessment

 WCAG 2.0 

(ISO 40500:2012)

Regional

 Argentina PDPA

 Australia IRAP 

Unclassified

 Australia IRAP 

PROTECTED

 Canada Privacy 

Laws

 China GB 

18030:2005

 China DJCP (MLPS) 

Level 3

 China TRUCS / 

CCCPPF

 EN 301 549

 EU ENISA IAF

 EU Model Clauses

 EU – US Privacy 

Shield

 GDPR

 Germany C5

 Germany IT-

Grundschutz

workbook

 India MeitY

 Japan CS Mark Gold

 Japan My Number 

Act

 Netherlands BIR 

2012

 New Zealand Gov 

CC Framework

 Singapore MTCS 

Level 3

 Spain ENS

 Spain DPA

 UK Cyber Essentials 

Plus

 UK G-Cloud

 UK PASF

US Gov

 FedRAMP High

 FedRAMP Moderate

 EAR

 DFARS

 DoD DISA SRG Level 5

 DoD DISA SRG Level 4

 DoD DISA SRG Level 2

 DoE 10 CFR Part 810

 NIST SP 800-171

 NIST CSF

 Section 508 VPATs

 FIPS 140-2

 ITAR

 CJIS

 IRS 1075

Industry Industry

 PCI DSS Level 1

 GLBA

 FFIEC

 Shared Assessments

 FISC (Japan)

 APRA (Australia)

 FCA (UK)

 MAS + ABS 

(Singapore)

 23 NYCRR 500

 HIPAA BAA

 HITRUST

 21 CFR Part 11 (GxP)

 MARS-E

 NHS IG Toolkit (UK)

 NEN 7510:2011 

(Netherlands)

 FERPA

 CDSA

 MPAA

 DPP (UK)

 FACT (UK)

 SOX

 ISO 27701:2019

Complete and actual overview can be found here:

https://www.microsoft.com/en-us/trustcenter/compliance/complianceofferings

https://www;microsoft.com/en-us/trustcenter/compliance/complianceofferings






Platform

Services

Deep

Deeper

Deepest

Service Trust Portal; assurance reports
https://aka.ms/stp

Azure Advisor

https://azure.microsoft.com/en-us/services/advisor/

M365 Security Score

https://securescore.office.com/

Azure Monitor

https://azure.microsoft.com/en-us/services/monitor/

Raw Logs

https://azure.microsoft.com/en-us/services/log-analytics/

Raw Logs

https://protection.office.com/

Azure Security Center

https://azure.microsoft.com/en-us/services/security-center/

M365 Security & Compliance Centers

https://aka.ms/m365seccenter & https://aka.ms/m365complcenter

Contract
Online Services Terms, Data Protection Addendum & SLA
https://www.microsoft.com/en-us/Licensing/product-licensing/products.aspx

https://aka.ms/dpa

Microsoft Lockbox & Zero Standing Access
https://aka.ms/zerostandingaccessProcess

Azure Customer Lockbox

https://aka.ms/msazurelockbox

M365 Customer Lockbox

https://aka.ms/o365CustomerLockbox

M365 Compliance Manager

https://aka.ms/mscompliancemanager

Trust Center & docs.microsoft.com; assurance documentation
https://aka.ms/mscloudtrust & https://docs.microsoft.com

Documentation

https://aka.ms/stp
https://azure.microsoft.com/en-us/services/advisor/
https://securescore.office.com/
https://azure.microsoft.com/en-us/services/monitor/
https://azure.microsoft.com/en-us/services/log-analytics/
https://protection.office.com/
https://azure.microsoft.com/en-us/services/security-center/
https://aka.ms/m365seccenter
https://aka.ms/m365complcenter
https://www.microsoft.com/en-us/Licensing/product-licensing/products.aspx
https://aka.ms/dpa
https://aka.ms/zerostandingaccess
https://aka.ms/msazurelockbox
https://aka.ms/o365CustomerLockbox
https://aka.ms/mscompliancemanager
https://aka.ms/mscloudtrust
https://docs.microsoft.com/


What challenges are we solving for our customers?

• Reduce workload and overheads

• More secure -> less vulnerability

• Continuous updates -> 

latest features straight away

• Protection dynamics

• 24/7 support EEA 

• No need to harden the back-end





Customer risk assessment process

sub-processor

Unit4 SaaS customer (controller)

Assurance

Integrated controls
Managed by the provider

1

2

3

Contracting

Assurance 

reports

Descriptive information

Interactive information
Optional 

controls

5

6

4

processor



Unit4 ranking

90%
on the technology 

industry range



Information security impacts of a breach 

Business 

disruption

Data integrity

Reputational, 

confidentiality, 

privacy

Regulatory 

requirements

Cyberattack, operational issues, disasters (loss of  premises / 

hardware failure...), recovery of data.

Improper use of the database access, reliance on legacy customisations.

Impact on the notoriety/business, regulatory fines (GDPR)

New regulatory surprises/challenges
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Next steps

Check out the content provided 

Do a cloud migration assessment 

Discuss with your account manager 
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Thank you 
for your time and for 

listening.

Reach out to your Account 

Manager for next steps.


